ITPABHJTA
3a 0e30IIACHOCT HA JeNaTa H YYCHULINTE B
KOMIIIOTBPHATA MpPeXKa B 1eTCKATAa rPaJHHA, YYWJIHINETO U B HHTEPHET

Te3u npaBuJia ca pa3padorenu ot Jbp:xkaBHaTa areHIus 3a 3aKPUJIA HA 1€TETO, B
napTHbopcTtBo ¢ I's1aBHa jupexums ,bopda ¢ opraHusupaHara npecTbIHOCT”,
HaunmonaseH meHTbp 3a 0Oe3omaceH MHTepPHeT, MHUHHUCTEPCTBO HAa 00pPAa30BAHUETO M
HaykaTa, PernonajHo ynpap/jieHue Ha o0pa3oBanueTo — Codus-rpaja, pbKOBOJAUTEIN HA
oOpa3oBaTejiHU MHCTUTYHUH OT Cbl03a HA padoToAaTeIUTEe B CHCTEMATAa HA HAPOJAHATA
npocsera B bbarapus, CapyxeHnero Ha THUPEKTOPUTE B CPeAHOTO o0pa3oBaHue Ha P
bbarapus.

HeauTe Ha mpaBUJIaTa ca a ce:

° rapaHTupa NnpaBoTO HAa JeTeTO/yYeHHIIUTe HAa JAOCThI 0 MOAXOASINA
uHpopMaNMs U MATEPUATH B MPeXKATA;

° OCBINECTBH NMpPEeBEHIHs W CHHTE3HpPa HAa eIHO MsCTO MHopMamusATa 3a
OMACHOCTHTE B HHTEPHET,

° NPeI0CTABAT KOHKPETHHM HACOKH 32 3aKpHJa Ha JeTeTo M 0e30macHo
NnoBejJeHNe B KOMIIOTHPHATA Mpe:Ka B IETCKATAa rPaJIMHA U B YYMJIHIIE U B MHTEPHET,

° no00pu KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHLMTE W/WJIH

BCHYKH 3AMHTECPECOBAHU CTPAHH.

OTroBopHOCTTa 3a rapaHTHpaHe IpaBaTa Ha JielaTa U 3alUTa Ha TEXHUTE UHTEPECH €
CIIofie/IeHa OTTOBOPHOCT MEXKAY CEMEHCTBOTO, OOIIECTBOTO M AbpXKaBaTa, 4pe3 HEHHHUTE
OpraHd ¥ MHCTHUTYIMH. BBIIpekHu TOBa, Ta3u OTTOBOPHOCT € pasIpesielieHa, KaTto TS ce maja
MIPUOPUTETHO HA CEMENCTBOTO, MO-CIIEUAIHO HAa POAUTEINTE, HACTOWHHUIIUTE, TIOTICYUTEITUTE
WM IPYTUTE JIMLIA, IPH KOUTO JIETETO € HACTaHEHO, ToraBa KoraTo € Ouiia mpennpuera Mspka
3a 3aKpuiia Mo OTHOIIeHHWE Ha Hero. OTYMTAalKK TpyAOBaTa aHTKUPAHOCT HA POAMTEINTE, B
HSKOM OT CIIydyauTe M TPYAHOCTUTE, KOUTO M3MMTBAT B OTIVIEKAAHETO M BB3IMUTAHUETO Ha
JIETETO, B OCHOBOIIOJIATallMsl MEXIyHapoJeH aKT 3a NpaBaTa Ha JereTo KoHBeHmusATa Ha
OOH 3a npaBara Ha J€TETO, KAKTO U B peaulla HOPMATUBHU AKTOBE OT HALMOHAIHOTO HHU
3aKOHO/ATEJICTBO, € IIOCOYEHO Kak OOIIeCTBOTO, CONMATHUTE U 00pa3oBaTEIHUTE
MHCTUTYLIMH, U Abp’KaBaTa U3IIBJIHABAT T€3U CBOM OTTOBOPHOCTHU 32 OKa3BaHE Ha ajJeKBaTHA
MOJIKpena Ha CeMeICTBOTO, 3a 3aKpWwja Ha JeTeTO M 3a 3alluTa Ha HETOBUTE IpaBa U
UHTEPECH.

CepriacHo KonBenuusra Ha OOH 3a mpaBata Ha J€TeTO, POAUTENUTE HMaT
I'PBOCTENIEHHA OTIOBOPHOCT 3a OCHIYpsIBaHE BHMCUIMTE HMHTEpPECH Ha JAeTeTo jJa Obaar
IBPBOCTENIEHHO ChoOpakeHWe. Poxurenurte wim, criopes ciydasi, 3aKOHHUTE HACTOWHUIIH,
MOMEYUTENN WM JAPYrM JIMLA, NPU KOUTO JETeTO € HAaCTaHEHO, HOCSIT OTIOBOPHOCT 32
OTIJISKIAHETO U Pa3BUTHETO Ha JIETETO.

JbpxaBata, upe3 HEHHUTE OpraHu, TpsOBa Aa MpeanpueMe NoJXOASIIM CThIKY, 32 Ja
MOJIKPETIH POAUTENNTE TIPU M3IMBIHEHUETO Ha TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIUTEIN
HE MOTaT WM ce 3aTpyJIHSBaT, TO B TE€3M CIydyad CE HAMECBAaT OTTOBOPHHUTE AbP>KAaBHU
WHCTHUTYIIMHU, 3a Ja OCHTYpST CIIa3BaHETO Ha IpaBaTa Ha JETETO W 3aJ0BOJSIBAHETO Ha
HETOBUTE HYXJIU. 3aJbJDKEHHE Ha Jbp)kaBaTa € OCUTYpsBaHE Pa3BUTHETO HAa MHCTUTYIMH,
3aBelleHHs W YyCIyrH. B Tasm Bpb3Ka poisita HAa 00pa30BaTEIIHUTE WHCTUTYIHH €
M3KIIIOYMTETHO BayKHA M KJIIIOYOBa. Te MoraT Jia JIonpUHecaT 3a 00y4eHUEeTO M MPEeBeHLUsATa
Ha PHCKOBETE HE caMO Ha Jerara, HO ¥ Ha POJUTEINTE, KaTo 10 TO3M HAYWH MOTaT Ja UMaT
JIBOMHA IMOJI3a 3a Jenara. B Ta3u mocoka HaCTOSAIIMTE MpaBUIIa, JaBaT OCHOBHM MO3HAHUS 3a
OIIACHOCTHUTE, KOMTO KpHE€ BUPTYATHOTO MPOCTPAHCTBO C II€J OCHUTYpSBAHE 3aKpuiaTa Ha
JIETEeTO OT BPEIHH 3a HEero MH(opMarus, MaTepruaaid 1 KOHTAKTH.




OcHOBHUTEe NPUMHUIMIHU 32 paboTa B KOMIIIOTbpHATa Mpexa B JAETCKa IpaguHa U
YUWIMIIC U B UHTCPHECT Ca:

1. PaBeH nocTbhll HAa BCUYKU Jlela U YYCHULIU;

2. 3au11/1Ta Ha aeuara u y4YHCHHUIUTC OT BPCAHO UJIM HC3aKOHHO ChbAbPIKAaHNUC U
uHpopMalMs KaTo: caMOHapaHsABaHE, ThPrOBUs ¢ HApKOTHULM, Xa3apT, IpolaraHiupaHe Ha
BPE/IHU M OTNACHU HABUIU U JCHCTBHSI KaTO aHOPEKCHs, OynuMus, mopHorpadusi, Tonepupane
Ha pa3nuyHu (GOpMHU Ha HaCWIWE, NPOIOBS/IBAHE HAa TEPOPHU3bM, €THUYECKA M PEIUTrHo3Ha
HETOJICPAaHTHOCT, CAMOYOMHCTBO U Jp.;

3. 3auuTaHe W 3allUTa Ha JIMYHATA HEIPUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJ Ha JiellaTa U yUeHULUTE 3a 0€3011aCHO U OTTOBOPHO
IIOBEJICHUE OHJIAIH;

5. ChTpyIHUYECTBO B JyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEKIY JdeTcKara

IpaiiHa/yYMIIUIIETO U POIUTEIUTE/HACTONHULIUTE.

KomnorbpHara Mpexa B JeTCKa TIpaJdHa M YYWIMIIE C€ H3I0J3Ba B
HeJarornyeckuTe CUTyalluu U ydeOHHM JacoBe caMo 3a oOpasoBaresHu 1eid. L{suiata mpexa
o0xBalla KOMIIIOTPUTE, CBBP3aHH C KAaOCTHM W/WIK O€3KUYHH BPB3KH, CUTYHPAHH B
KOMITIIOTBPHUTC Ka6I/IHeTI/I, O60py,I[BaHI/I KJIaCHU CTau WU aIMUHHUCTPATUBHUTC IMOMCIICHHA Ha
oOpa3oBaresiHaTa WHCTUTYIHS, KaKTO M yCTpoiicTBara (MepcoOHAIHN CMapT(HOHH, JIANTOMN U
TabneT) ¢ 6€3KMUEH JOCTBHIT JO HHTEPHET.

JlenaTa ¥ y4eHUIUTE UMAT TIPABO Ha:

1. PaBen gocthn 10 MpexaTa Ha oOpa3zoBaTelHaTa MHCTUTYIIMS, C U3KIIIOUEHUE Ha
KOMITIOTPUTE B 3 IMUHUCTPATUBHUTE IIOMEIICHHUS.

2. Palota ¢ ycrpoiicTBara (KOMIIOTPH, JIANITOMH U TaOJIETH) B MpeXarta ¢
MOJIKperaTa Ha IMeJJarormuecky CIeIHalnucT.

3. OOyueHue 3a 6e30mMacHO U OTTOBOPHO TMOBEJICHUE B MpekaTa Ha oOpa3oBaTrenHaTa
WHCTUTYIUS U B MHTCPHET.

4, HWudopmanus 3a mpaBuiaTa 3a padboTa B MpeKara.

5. CurypHa nudpoBa cpeia B AeTckaTa rpajiHa U yUYHUIUIIETO.

6. Ilon3BaHe Ha MOOWIIHUTE CH YCTPOMCTBA U3BBH yueOHUS Tpoliec (MOUYMBKaTa U
MEXIYJIacHsTa), a MPU M3PUYHO YKa3aHHE HA YYHUTE]I — U B y4eOHHS dYac/memarormveckara
CUTYaIus 3a [eNUTe Ha Y4eOHUs TIPoIec.

BAYKHO! IlpaBunara 3a Ge3omacHa paboTa B MHTEPHET, KOUTO JleljaTa U yYeHULIUTE
ca 3aJbJDKEHU Jla Clla3BaT, ceé IOCTaBAT HAa BUJIHO MACTO B OOpa3oBaTeIHATa MHCTUTYIMS,
KaKTO ¥ B KOMITIOThPHUTE KaOWHETH, Taka W Ha caiiTa Ha JeTcKaTa rpajuHa/yywinniero. B
Ha4yaJoTo Ha ydyeOHaTa TroJuMHA 1O TMOAXOASI] HAUYWH BCUYKU JleHa M TEXHHUTE
POJUTENN/HACTOUHUIIM/TIONEUYNTENN Cce 3amo3HaBaT ¢ TAX. Ilemarozute mnepuoaAnYHO
HAIlOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B MOJIXOAIIM (POPMH U IEHHOCTH, B KOUTO C€
BKJIIOYBAT JlellaTa/ydYeHULIUTE U POAUTEIIUTE UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00pPa30BATEHUTE HWHCTHTYIMH,
Ha mnpodecHoHATNCTHTE, PAadOTeNM C JAena W ¢ WH(POPMAMUOHHO-KOMYHHKAIMOHHHU
texHoJorun (MKT)

JlupeKTopbT Ha JIeTCKaTa rpaJnHa/yuuiInILeTo:
1. Opranusupa 1eHHOCTTa O U3MIBJIHEHUETO HA TE€3U NMPaBUJIA, U OCUTYPsIBA JOCTHII
70 KOMITIOThpHAaTa Mpexka, e(eKTUBEH U MOCTOSHEH KOHTPOJI, IUIAHMPAHETO HAa MEPKHU IO




OpraHm3alysTa 3a clia3BaHe Ha MpaBWiIaTa 3a padoTara Ha Jelara U YICHHUIIUTE B MpekKaTa 1
3aIuTa OT BPEIHO UM HE3aKOHHO ChAbPKaHUE B MHTEPHET.

2. OcurypsiBa mpu TEXHHYECKA BE3MOXKHOCT IIPOCIIE/siBaHe Ha TpaduKa,
OCBIIIECTBSIBAH Upe3 MpekaTa Ha 00pa3oBaTeIHATa MHCTUTYIIHSL.

3. Ilpu koHCTaTHpaHe HA CTy4au HAa KHOEPTOPMO3, HE3AKOHHO ChIbPKAHHUE U
MOBEJICHHEe B Mpekara Ha oOpa3oBaTellHaTa WHCTUTYLUS H/WIM B HHTEPHET YyBEIOMSBa
He3a0aBHO KOMMETeHTHUTe opranun — Jupekmus ,,CommanHo moamomaraHe, 1o
MecTornpeOuBaBaHe Ha JeTeTo U [ naBHa aupekuus ,,bopba ¢ opranusupanara NpecTbIIHOCT,
crenranu3upaHusT ornaen ,,Kubepnpecrenuoct Ha MBP. B te3u ciydan okazBa HYKHOTO
CbJICHCTBME HAa KOMIIETEHTHHTE OpraHM C 1€ YCTaHOBSBAHE HA W3BBPIIUTEINTE U
npeAnprueMa MEpKU 3a MPOTUBOJCHCTBUE M IMpPEeMaxBaHE HA CHOTBETHOTO ChIbP)KAHUE OT
MpeskaTa Ha oOpa3oBareqHaTa HHCTUTYIUS. Moe /1a mojdy4yaBa U KOHCYJITAaHTCKA OMOII OT
Harmonanuus ieHTHp 3a 6e301aceH HHTEPHET.

4. Opranuzupa B HA4aJIOTO Ha BCsIKa yuyeOHa roJiMHa 3ari03HaBaHe Ha Jerara u
YYCHUIIUTE ¥ POJIUTEIINTE/HACTOMHHIINTE C TIpaBUiIaTa 3a 6e3onmacHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIKIIE (CAYKUTEI MM HACT BHHIIECH CICI[HAIKCT), KOETO J1a
M3IBIHABA QYHKIIMUTE HA CHCTEMEH aJIMHHHUCTPATOP.

Y4aurennre, nearoru4ecKuTe CeUAJINCTH U PHKOBOIUTEINTE M0 HANIPABJIEHHE
UKT ca nupxeu aa:

1. PazscusBar mpaBuiaTa 3a 6€3011aCHO U OTTOBOPHO IMOBEICHUE MPU padboTa B
MpeskaTa Ha 00pa3oBaTeIHATa MHCTUTYIUS U B UHTEPHET.

2. OchllecTBsIBAT MOCTOSTHHO HAOIOICHUE U KOHTPOJI BEPXY paboTaTa Ha Jenara u
YYEHUIIUTE B MpekaTa Ha oOpa3oBaTeHaTa UHCTUTYLIUA B yueOHO BpeMe.

3. TlpennpuemMat He3a0aBHU MEPKH 3a MMPEYCTAHOBSIBAHE HA JJOCTHIIA HA JIeaTa U
YUEHUIUTE JI0 HE3aKOHHO U BPEIHO ChAbPKAHKUE B MpEKaTa.

4. VYBemomsBaT He3a0aBHO JUPEKTOPA HA JACTCKAaTa IpaguHa/yIIAIIETO IPH
HapyllaBaHe Ha MpaBuUjiaTa, CIydyaud Ha KUOEPTOPMO3 WIIM MPU YCTAaHOBSIBAHE HA HE3aKOHHO U
BpPEIHO ChIbPKAHKUE HIIN TTOBEJICHUE B MpeXKaTa.

5. Oxa3zBar mojkperna Ha Jielia ¥ Y4eHHUIIH — O0EKT Ha KHOepTOpMO3, upe3
IbPBOHAYAJIHA TICUXOJIOTUYECKA TOJAKpEna OT YYWIHMIIHHS TICHXOJIOT, 4Ype3 pa3roBOp OT
CTpaHa Ha MeJaror B JeTcKaTa rpaJiiHa 3a CHU)KaBaHE Ha HAMPEKEHUETO Yy JETETO.

6. Curnamusupar npu HeooxoaumocT Jupekius ,,ConuanHo moarmomMarane™ mo
MECTO)KMBEEHE Ha JEeTeTO/y4eHHWKa C I[el OILIeHABaHE Ha HYXJaTa OT HAaco4YBaHE KbM
COIIMAJIHM YCJIYTH 32 OKa3BaHEe Ha MOCJIeIBAIla MOAKPENa.

CucreMHMAT aAMMHUCTPATOP (CIYXHUTEN B 0OpazoBaTeHaTa MHCTUTYIMS WM HAaeT
BBHILIEH CIIELUAIIUCT):

1. OcurypsBa obmara 6e30macHOCT U GYHKIIMOHATHOCT Ha Mpexara.

2. Ilpemara u npuiara MEpKH, OrpaHU4aBallM JOCThIIA HA JiellaTa U yYeHUILIUTE J10
BPEIHO WJIM HE3aKOHHO CBIBbP)KAHWE W TIOBEJACHHWE B HHTEPHET B CHOTBETCTBHE C
JeWCTBAIIOTO 3aKOHOAATENICTBO Ha PenyOinka bearapus.

3. U3BbpmiBa mepuouyeH nperie;] Ha KOMITFOThPHATA Mpeka Ha 00pa3oBaTelHaTa
MHCTUTYLIMSI 32 HaJIM4YUe Ha BB3MOXKHHU 3allJlaXd M PUCKOBE 3a CUTYpHOCTTa Ha Jelnara u
YUEHHIINTE TIPU paboTa B HHTEPHET.

4. Cnenu Tpaduka, OCHIIECTBSIBAH Ype3 KOMITIOThPHATa MpeXa Ha o0pa3oBaTeHaTa
WHCTHTYIIHUSI.

5. Ilpennpuema He3abaBHU MEPKH 32 IPEyCTAaHOBABAHE Ha JJOCTHIIA HA Je1aTa 1
YUEHHIINTE JI0 HE3aKOHHO U BPEIHO ChIBP)KaHUE B MpekKara.

6. VYBemomsBa He3a0aBHO AUPEKTOPA HA JIETCKAaTa IpajiiHa/yUHIIUIIETO IPU CIIydyau
Ha KHOEpPTOpMO3, HapyllaBaHe Ha TpaBWIaTa WM TPU YCTAHOBSBaHE HA HE3aKOHHO
ChIbpIKAHUE WU NTOBEIEHUE B MpEXKaTa.



7. CwoppeiicTBa 3a yCTaHOBSIBAHE Ha U3BBPIINUTENIN HA KUOSPTOPMO3 U MPHIIara MEpKU
3a OrpaHMYaBAHE HA TAKUBA CIIy4au.

Yacr |1. IIpaBa 1 0TrOBOPHOCTH HA POIHTEINTE"

Poaurtesaure nmat npaso jaa:

1. TlomywaBar mH(pOpMALKs 32 PUCKOBETE U 3aIJIaXUTE 3a 0€30MacHOCTTa Ha
TCXHUTC ACLa IIPpH pa60Ta B UHTCPHET B JACTCKATa l"paI[I/IHa/y‘II/IJII/IH_IeTO 1 BKBIIH.

2. bwpar cBoeBpeMeHHO MHPOPMHUPAHH, aKO JIETETO UM € 00EKT Ha KHOepTOpMO3 B
JIETCKaTa IpaInHa/ yIHIIHIIETO.

3. YuyacTBaT ChbBMECTHO C PBKOBOJICTBOTO Ha 00pa30BaTeIHATAa HHCTUTYIIHS MIPH
pa3pfiiaBaHC Ha BCCKU KOHKPETCH HpO6J'IeM, CBBbpP3aH C HapyllaBaHC Ha IIpaBujiaTa OT CTpaHa
Ha TCXHUTEC ACIa.

4. VY4acTBar cbC CBOU IMPEATIOKEHUA B OIIPEACTIAHETO HA IIpaBUjIaTa U MCPKUTE 3a
0e30macHO M3MOI3BaHEe HA MHTEPHET B JIETCKaTa IpajiiHa/yqHIIUIIETO.

5. Tlonmyyat undopmarus 3a “UHQOPMAIIMOHHO-CUTHAIM3AIIMOHHY MIIATHOPMHU KaTo
www.qdbop.bg; www.cybercrime.bg; WWw.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

Poaurtenure HOCSAT OTTOBOPHOCT JIa:

1. TlomorHaT Ha AETETO CH Ja U3rpayd YMEHUS 3a OHJIaiH oOlryBaHe 1 0€30MacHO
U3MOJI3BaHE HA UHTEPHET.

2. OcplecTBIBaT NOCTOSHEH KOHTPOJI 32 CUTYPHOCTTA HA JIETETO CU B MHTEPHET.

3. IlposBsaBar uHTEpeC KbM aKTUBHOCTTA Ha JETETO CH B MpEKaTa, BKIIOYUTEIHO U
CH3/IaBaHETO HAa NPOPWIN B COIMATHH MPEXKH W PErHCTPAllid B CAaHTOBE M MOOWIHHU
NPUIOXKEHUs, KAKTO M J1a pa3siCHAT [MOCIEJCTBUSATA OT  Ch3JaBaHETO  W/WIU
PasnpoCTPaHEHUETO HA ONPEEIIEHO ChIAbpKAHUE.

4. llpu ycraHOBsIBaHE, Ue JICTETO UM € )KepTBa Ha KHOEPTOPMO3, 1a CUTHATTU3UPAT Ha
oraen ,,KubepnpecrsrnHocT” kbM [ 1aBHa qupeknus ,,bopda ¢ opraHu3upaHara npecTbIHOCT
(http://www.cybercrime.ba/bg), WIIN LlenTnpa 3a Oe3omaceH UHTEPHET
(https://www.safenet.bg/), kakTo u MoraT aa MOTHPCAT chiaekcTBUE OoT Jupeknus ,,CorpanHo
MOJIIOMaraHe Mo MeCTOXKMBEEHE Ha JIETeTO C IIeJl OKa3BaHe Ha MCUXOJIOTMYECcKa IMOJIKperna
Ha jerero. B To3sm ciydail TpsGBa ma YBEAOMAT. M IMPEKTOpa HA 0Opa3OBaTeNHATA
WHCTHUTYIHS.

5. CobxpaHsBaT 3ApaBeTO HA JETETO, KaTO MPOCIENIBaT BPEMETO 3a U3IOI3BaHE Ha
UHTEpHET.

6. VYBemomsaT IUpeKTOpa Ha 00pa3oBaTEIIHATA MHCTHTYIIHS, KOTATO UM CTaHE
M3BECTHO, Y€ JIeTETO UM € O0EKT Ha TOpMO3 OT JIPYro JeTe, ¢ KOETO € B €IHO M ChIIO0
YUUJIHUILIE.

Yact Ill. O6mm npaBmja 3a (e3omacHo oOlIyBaHe B HHTEPHET 3a jelaTa H
yyeHUunuTe (A1aNTHPAHM 32 THAX)

Kato ACTC W YUCHUK CbM J[JIBXKCH [Ja Cla3BaM CJICIHUTC IIpaBUJIa. Axo ce

! Or CTpaHa Ha O6pa30BaTGJ'IHaTa HWHCTUTYHHS CJIC/BA Ja 6’I>Z[aT npeanprueTu H€O6XO,Z[I/IMI/ITC HeﬁCTBHH POAUTEIINTE
Ja 6LHaT 3allO3HATU € TCXHUTC IIpaBa U OTTOBOPHOCTU U C HNpaBWIaTa 3a Oe3omacHa pa60Ta B MHTCPHET, KOUTO
JAclaTta U YYCHUIUTE Ca 3aIbJKCHHN Aa Clla3BaT

2 yBeﬂOMHBaHGTO MOXCEC na 61:,&6 B YCTHA WJIM TMCMEHA (i)opMa, KaTo 3a NPEANOYNTAHE € [TMCMEHATA TaKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyJaHSBaM B TAXHOTO pa3OupaHe, MOra Ja Mojryda MoJAKperna OT POIUTEN WM OT YIUTEN, 3a
1a MU ObIaT OOSICHEHU

1. [la He naBam auuHa UHGOPMAIHS: UME, aPEC, Mapoia OT eJIEKTPOHHA IOIIa,
npodun B conpalHa Mpexa, JHUYeH TeleQOHEeH HOMep, JeTCKaTa IpaJuHa/y4uiIMIIeTo, B
KOETO yua.

2. Jla He maBam nH(pOpPMAIHS 32 MECTOpadoTaTa WIIK JJUYCH U CITy)keOeH TenedoHeH
HOMEp Ha POJUTEIHNTE, HACTOWHUIIUTE, OJIN3KUTE, IPUATEIUTE, ChYUYCHUITUTE U TTO3HATHTE CH
0e3 TSIXHO pa3pelleHue.

3. /[la He u3mpariaM M J1a He Ka4yBaM OHJIAIiH CBOM CHUMKH M BHJEa, O€3 IpeIu ToBa
na € 00CHACHO U B3€TO PEIICHUE C POAUTEIUTE MU.

4. Jla He W3mpalaM ¥ J1a He KauBaM OHJIAH CHUMKH U BUJCa HA IPUSTEIIH,
CbYYCHUIIH, POJHUHH, YUUTEIH, OIU3KH, IIO3HATHU U Jp., 0€3 Ipein ToBa J1a € 00CHIIEHO C TAX,
a B CIy4aWmTe, KOraTo C€ Kacae 3a MOM HpPHUATENH, ChbYUYCHHUIH, /1a € ChIIacyBaHO OT TSIXHA
CTpaHa U C POJUTEIIUTE UM.

5. Jla He oTroBapsM M J]a HE OTBapsSM NpUKayeHH (hailIoBe HA €IEKTPOHHA ITOIIIa,
MoJiyueHa OT HEeMo3HaT mojaTen. TS Moxe Aa chAbpkKa BUPYC WM JApyra 3JI0BpeIHa
nporpama, KOsITO /1a yBpeIu KOMIIOThbpa/Tenedona/rabiaera ik Aa TO HAIpaBU YSI3BUM 3a
BBHIICH JIOCTBII.

6. Ile ce mochbBETBaM C POIUTEIUTE CH/YUUTEN, IPEIU 1a CBAJIS MIIM HHCTAIMPAM
HOBA MPOrpamMa/IpUIOKEHNE Ha KOMITIOTHD, TenedoH, TabaeT, KakTo U He MpaBs HULIO, KOETO
MOJKE Ja yBpeIu KOMIIOThpa WM 4pe3 JaJeHO JCHCTBUE Ja CE Pa3KpUAT JaHHU 3a MEH U
CEMEHCTBOTO MH.

7. Hemrara, KoWuTO TIpaBsi B HHTEPHET, HE TPSOBA J1a BPEAAT Ha JAPYTH XOpa UM J1a
POTHBOPEYAT Ha YCTAHOBCHUTE MPaBMIIa (YacT OT TAX Ca YPEICHU B 3aKOHH).

8. U3BecTHO MU €, 4e € 3a0paHeHO J1a Ce U3IOJI3BA UY)KI0 MOTPEOUTEIICKO HME,
napoJja U eJIeKTpOHHa MOIIa.

9. Jla He muIIa ¥ Aa HE KaYBaM HHIIO, KOETO MOXKE JIa € OOMIHO WJIM YHU3UTEITHO 32
MEH WJIH 3a IPYTH Xopa.

10. He3abaBHO mHpOpMUpPAM BB3pACTEH (POIUTEI, YIUTEI, TUPEKTOP,
MeITarOTHYECKH ChBETHHK), KOTaTO MOMaHa Ha MaTepHad, KOUTO M€ Kapar Jia ce YyBCTBaM
HEYJ00HO WIJIM Ha MaTEepHali C BPEAHO WM HE3aKOHHO ChIbpIKAHUE, KOETO MOXE Jla ObJe
nopHorpadusi, MPOMOBSAABAHE HA HACUJIME W TEPOPU3BM, ETHHYECKA U PpEeIUruo3Ha
HETOJIEPAHTHOCT, ThPTOBHS C HAPKOTHIIN, Xa3apT U JIp.

11. [la He oTroBapsM Ha CHOOIICHUS, KOUTO Ca OOUIHHM, 3aIIAIIUTEIHH, HEMPHINIHH
WIM M€ KapaT Ja ce€ 4YyBCTBaM HeyaoOHo. WuHdopmupam pomuTenuTe CH/KIACHUSL
PBHKOBOJIUTEN, YUUTEN, TUPEKTOP, IEAATOTUIECKH ChBETHUK 3a TAKHBA CHOOIIECHUS.

12. Axo HsKOI Me 00¥X/1a MJTH TOPMO3H OHJIAKH, He oTroBapsM. JlokiaasaM ro Ha
OTTOBOPEH BB3PACTEH (POIUTEIN, YUUTEN, TUPEKTOP, NMEAaroriieckl ChbBETHUK). Mora u cam
JIa JOKJIaJBaM, KaTo TIOJaM CHUTHaJI Ha caMusi CalT WJIM Ha TOCOYEHHUTE aJIPECcH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro 6iokupam. {oOpe ¢ ma Hampaps
BeHAra eKpaHHa CHUMKa (CKPHIHIIOT) HA CHOTBETHHS Pa3rOBOP WU CHIAbpPKAHHE KAaTo
€JIEKTPOHHO JI0KA3aTEeJICTBO, KOETO IpelaBaM Ha OTTOBOPEH BB3pAcTeH (POIUTEN, YUHTE,
JMPEKTOP, MEAArOTHUECKU ChBETHHK).

13. BammaBawm, korato pasroBapsm B 4at. [lomust nmpasmio Nel: e xopaTta oHaitH He
BUHArW ca Te3H, 3a KOWTO C€ MPEJCTaBAT M MOTaT Ja ThPCAT ompejelieHa MHpopMaIus, ¢
KOSATO J1a 3JIOYMOTPEOST ¢ MEH WK ¢ Apyrute xopa. [IpaBuno Ne2 e ue He mpaBsi HUIIO Ha
JpyT 9YOBEK B MpexkaTa, KOETO HE MCKaM J1a MU Ce CIIy4d U Ha MEH.

14. Axo ce cnyun na monagHa Ha HHGOPMAIIHS WIH IPYTo ChIbpikaHue B Mpexkara,
KOETO He MU XapecBa WJIM M€ IUIallM N0 HSIKAaKbB HAYWMH, MOra Ja TMoJaM CHUTHal Ha
neHoHomHaTta u Oe3rutatHa HanmonanHaTta TenedgonHa nwHHS 3a aemna 116 111, va otaen
,,Kuoepnpecrernuoct* Ha I'JIBOIT (http://www.cybercrime.bg/bg), Ha IlenTbpa 3a 6e30maceH
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MHTEpHET Ha ajpec: Www.safenet.bg, ninu Ha Texuus Tenedon 124 123, wim npe3 yaT-mMoysia
Ha Www.safenet.bg .

15. Tps6Ba na HE MpUEeMaM CpeEIIH C JIMIA, C KOUTO ChM CE 3all03Haj/a B MHTEPHET,
OCBEH ClIe]l ChIJIACHeTO Ha poautenuTe MU. [loMHs, 4e XopaTa, ¢ KOWTO CE€ 3alo3HaBam
OHJIal{H, HE BUHArW ca Te3H, 3a KOUTO ce mpezacTaBaT. ONUTBaM ce BHHArH J1a MPOBEPSIBaM
JalTi 9YOBEKBT OTCpEIa HAUCTHHA € TO3H, 32 KOrOTO C€ MPEJCTaBs Ype3 NpPOBEpKa M0 UME,
UMEJI, CHUMKa U KOHTPOJIEH BBIIPOC, Ha KOWTO OM TpsOBano 1a 3Hae OTroBOpa, ako €
HaucTUHA TO3U. [Ipu cbMHEHHME MOJXKe Jia TI0JlaM CUTHAJ WJIU JIa TOThPCS ChBET Mpe3 caiiTa Ha
Ilentnpa 3a 6e30macen uHTEpHET WWW.Safenet.bg.

16. M3non3BaM HacTpOHKUTE 32 OE30MIACHOCT M 3alllUTaTa Ha JIUYHUTE JTAaHHU Ha
COLIMAITHUTE MPEXKH, MOOMIIHUTE MPHIIOKEHHUS U Opay3bpuTe.

17. Wznon3Bam ¢GyHKIUATA 32 Oe30macHO chpdupane. Jla He moceniaBam caiToBe B
MHTEPHET, KOUTO Ca ChC ChbPIKaHNE, HEMOIXOASIIO 32 IETCKA ayAUTOPHSI.

18. M3non3Bam TpyaHH (IBJITH, C TJIABHU U MAJIKK OYKBH, IU(PPH U CIICIIHATHA
3HAIM) U PA3JIMYHU 32 BCEKU CAlT MapoJu.

19. M3non3BaM aHTHBUPYCHA MpOrpama, KOsTO CIIe/IBa PEIOBHO Jie ce OOHOBSIBA.
3aeqHO C OTTOBOPHHUTE BB3PACTHH (POAUTEIN, YUUTEN, AUPEKTOP), HMOIBPKAM IOCIECIHUTE
aKTyaJIM3UpaHU BEPCHU Ha BCUYKH MPOTPaMU U PUIIOKCHUSI.

20. Axo mom3BaM 0o0IIM KOMIIOTPH, BUHATH MTPOBEPSBAM JAJIH ChbM H3JISA3bJ/H3IIs371a
OT Tpoduiia cH, Clie]l KaTo CBbPIIM Yaca. B ciyuaii, ye Hamepsi yCTpOMCTBO, Ha KOETO JPyT
yUeHHK € paboTui, HO He € 3aTBOpHJI mpoduia cu, BegHara Ime u3issa 0e3 Ja Mperyiexiam,
MpOMeHsIM WiH 100aBsM uHpopmanus B poduia my.

21. TpsbBa ma ©MaM MPEABH, Y€ KOTaTo IyOJMKyBaM HEBSIPHA M M30IaueHa
uHpOpMaIKs 3a IPYT YOBEK, JOPH C sICHATA MHUCHJI, Y€ TOBA € IIera, TOBAa MOXE JIa JOBEEC 110
370ynoTpeda U 10 HENPUATHU MPESKUBABAHUS 32 TO3H YOBEK.

CBbBETHU 3A 3IPABETO

3a 1a paboTuTe Ha KOMIIOTHP, O€3 1a YBpEIUTe CBOETO 3/IpaBe, peAyBail BpeMETO CH B
OHJIalH U o¢aiiH cpesa, KaTo cra3BaiiTe cieHUTe NpaBuia:

3A JJA HE YBPEJUTE 3PEHUETO CH:

3a 1a He yBpenuTe 3peHHETO CH:
PA3CTOAHUCTO MCKIAY OUUTEC U MOHUTOPA Tpf[6Ba Ja 61:,[[6 OKOJIO ITOJIOBHH METHDP,

Pa3CTOSHUETO MEX/1y OUMTE U KJIaBUaTypaTa Jia 0bJie OKOJIO MOJIOBUH METHP;
BbPXY MOHUTOpA HE TPsIOBa J1a Momaja npsika CIbHYEBA CBETIINHA;
He paboTH B CTasi, KbJIETO UMa CMECEHA CBETINHA — CITbHYEBA U U3KYCTBEHA;

BPCAHO 34 OUYUTE €, aKO 3al MOHUTOPA a UMa IIPO30PCIL 0e3 HI0pH U 3aBCCHU;

AN NN N

3a Ja OTIOYMBAT OYMTE, OT BPEME HAa BpEME OTMECTBAWTE IMOrjeAa OT MOHHMTOpa H
MOTJIeX 1Al Mpe3 Mpo3opelia Uik KbM Hal-JalledHus Kpail Ha cTasiTa BbpXY JlajeueH 00eKT;

AN

CIWH IIBT B rogyHaTta HpOBCpHBaﬁ 3PCHUCTO CH IIPHU OYCH JICKAP (O(I)TaJ'IMOJ'IOI‘).

IIpu pa6ora ¢ k1aBuarypara:
v’ He nperbBail KUTKaTa, KOraTo IHIIEI;
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v/ CrbBaif JIEKO MPHCTHUTE HA PhKATa U OTITYCKail majera;

v 100pe € 1a M3MO03Bal] KJIaBUaTypa ¢ KJIaBUILH, KOUTO ca MO/ JIE€K HAKJIOH.

IIpu padora ¢ MUIIKA:

v MUIIIKaTa TPsOBa 1a ObJe ¢ pa3Mepa Ha JJIaHTa;

v HE JBMKH MUIIIKAaTa CaMo C MaJiella ¥ MaJKusl PbCT;

v [IOJI3Bal MOAXOMAIA IOUIOKKA 32 MUIIIKATA.

Mebeanre

v CTONILT TpsiOBa na ObJE Ha KOJeNa, C peryJupyeMa BHCOYMHA Ha CeJajkaTa H

obyerankara, KOATO TPsiOBa J1a OCUTYPH OIOpa Ha TPhOHAYHMSI CTHJIO B 001aCTTa HA KPBHCTA;

v 610poTO TpsAOBa 12 OBbJC CTAOUITHO M YCTOMYHMBO HAa BUOpAITUH.

CXEMA 3A YBEJIOMSBAHE B CJIYYAW HA KUBEPTOPMO?3

CucreMeH aJMHUHUCTPATOP
(cmy>xuTen niK BhHIIECH
CIIELIHAIHCT)

VYuuren, Bp30UTATEN,
PBKOBOIUTE
Hanpasienue UKT,
TUPEKTOP, MEIarOTHYECKH

—y —

Jupekrop

-

\_

Otnen KubepnpectpmHocT

Hauunonanga tes. nuHuA 3a

T JIBOIT

www.cybercrime.bg 4
ten. Ha LleHTsp 32
0e30maceH UHTEPHET
124 123
www.safenet.bg

nema 116 111 J

Ponwuren,
HACTOMHUK,
MONEYUTE, APYT
roJjaraini rpuxu

3a JIETETO

\4

Jupexuns
,,COITHAITHO
noamnomMarane”
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KPATBHBK PEYHUK U JOIIBJIHUTEJIHU CbBETU:

KAUYBAHE U CIIOAEJISIHE HA CHUMKMU — CHuMKY WK BUJEO HA JIETE, YUCHHK,
pOIUTEN, YUUTEN, AUPEKTOP, MCHUXOJIOI, PECYpCeH Y4uTelsl, ONM3KH, NPUATENH, MO3HATU WIIH
HEINO3HATH JIMIa ca MMyOJUYHO JOCTHIIHU U300pakKeHUsl B UHTEPHET, KOMTO MOraT Jia ca KaueHU
OT POJUTEIINTE WIN APYTU WICHOBE HA CEMEHCTBOTO, NPUATENN, CbYYeHULU U Ap. Te3u, KouTo
ca M CHOJENWIN/KaulId B MHTEPHET, MOKE Jla MMaT M3IUI0 JoOpU HAMEPEHHUs: KbM HEro/Hesl.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, ChLIMTE HE Morar Ja ObAar MOJ3BaHU U
NOMyJsIpU3MpaHn 0e3 ChIVIacMeTO Ha TexHUs aBTop. Ho TakoBa chbIbp)kaHuE MOXKE JAa
HaKbpHBA JINYHOCTTA M JOCTOMHCTBOTO HA JULETO. [IpenopbuuTenHO € 10 HUKAKbB MOBOX Ja
HE C€ KayBaT CHUMKM Ha JeTe, 3a KOMTO MMa M HAW-MaJIKOTO CbMHEHHE, 4€ MOrar Ja My
HaBpeIAT U Oe3 HeroBo cbryiacue. CHOAENSHETO HA CHUMKHU € YECTO CpEIlaHO SBJICHHE B
COILIMAJIHUTE MPEXKH, 3aTOBa OCHOBHA NpENOpbKa € MOJAOOHM CHUMKH Ja CE€ CHOJENAT CaMo C
XOpara OT CIMChKA C MPHUATEIN Ha YOBEKa, KOWTO MCKa Jla Kaud CHUMKaTa, ¥ Olle Mo-100pe —
caMo C rpynara Ha Hai-OJIM3KH MPHUATETH OT PealHus )XUBOT. BakHO €, KOraTo ce CHHMa ChC
cMapTQOH, J1a ce yBEpUTE, Y€ CHUMKHUTE HE C€ KauBaT aBTOMaTUYHO B poQuiia Ha POAUTEINS WIH
neTeTo B caiitoBe kato MHcTarpam Hanpumep. B npoduinre cu B counaiHuTe MpexXH TpsiOBa /1a
CT€ CUTYpHHU, Y€ CT€ HACTPOMJIM JOCTBIA 10 CHUMKUTE CH TakKa, 4e€ Ja C€ BIKIAT CaMoO OT
npusitenute Bu. CpmoTo ce oTHacs M 3a HAaCTPOWKHUTE Ha OOJAYHU YCIYrHM, B KOHUTO C€
ChIBPKAT CHUMKH U UHPOpMALUS.

DAJIINIMBU HOBUHM - Cr3narenute Ha (aaiMBA HOBUHU U3M0J3BAT TPAJAUIIMOHHU
MEIMIHM TIOXBaTW 3a IMPUBJIMYAHE BHUMAHUETO HA YMUTATENs, HANpPUMEpP IPOBOKHUPALIH
3arjiaBHsl, HO yCISBAT Jla ro 3a0JyasaT M Ja ro Hakapar Ja MOBSpBa, 4e MHPOpMAIUATA, KOITO
yeTe, € HICTHHCKA.

Kak na pasno3naem ¢ajimmBuTe HOBUHM:

e [IpaBere paziuka MeXJy XyMOPUCTUYHM U CEPUO3HU HOBUHAPCKHU caifToBe. 3anuTaiite ce —
[IO3HABaTe JIM MeausATa U uMare au u nosepue? llposepere manu 3ariaBHeTO, KOETO YECTO €
I'PBMKO ¥ TIOMIIO3HO OTTOBaps Ha ChIbP’KaHUETO HA HOBUHATA;

e [IpoBepere nanu )KypHAIUCTHT € MOCOYMII KOHKPETHO U3TOYHMKA Ha HH(pOpMAaLUs WIN
nHpopmanuara ce Oazupa Ha japyra cratud. lIpoBepere nanu OCHOBHHUSAT HM3TOYHUK Ha
uHpopManus € JOCTOBepeH. BuHarm mornexjaiite HauyaloTo WIM Kpas Ha CTaTUATa, KbIETO
OOMKHOBEHO € MOCOYEeH M3TOYHUKBT Ha MH(popManusi. AKO ce Kacae 3a MH(pOpManus, KOSITO
NPOMU3/IM3a OT JIbpXKAaBHA WHCTUTYLMS, IpoBepeTe opuIMaaHaTa H cTpaHMLa Aanu (Qurypupa
Ta3u HOBHHA WIH NOTHPCETE EKCIEPT MO TeMara OT JaJeHaTa MHCTUTYLHUA. AKO HE € ITOCOYEH
M3TOYHHUK, € PEJIHO Jla CE ChbMHSBATE B JIOCTOBEPHOCTTAa HAa HOBHMHATa. B moBeueTo gocToBepHU
MaTepHali ce IMocoYBa HauMHAa Ha ChOMpaHe Ha MH(OpMalusATa W aBTOpa Ha MyOJMKaluUsTa.
[IpenoprunTenHo € Aa ce cpaBHU UHPOPMALIHATA, aKO € MyOJMKyBaHa B Pa3IMYHA U3TOYHUIIH,

e AKo romajHeTe Ha cTaTHs, MyOJUKyBaHa B HEMO3HAT 3a Bac 6Jor, a HHpOpMalusaTa He €
THpa)kupaHa HUKBJE ApYyraje, TOBa € 3HaK, 4Ye HOBUHATa Moxke Ou e ¢anmupa. Bunaru tepcere
U JIpyrd pe3yaTaTd 1O TeMaTa, a ako Te ca MajJKOo WIM HHUKaKBH, MO-100pe He
pa3npoCTpaHsIBaliTe HOBUHATA;

e [IpoBepere natara Ha myOIMKaNMATA, Thi KATO YECTO CTApU M HEAKTyaJIHU HOBHHU Ce
IIyCKaT KaTO HOBH.

OHJIAMTH (KUBEP)TOPMO3bT npejcraBisBa H3MOI3BAHETO HA MHTEPHET 3a
HaHaCSHE Ha €MOIMOHATHA Bpea BBPXY APYTrH Xopa. TOpMO3BT B MHTEPHET MOXE Jla UMa
paznuunu ¢opmu. Tolt Moxke na MHHaBa Mpe3 pa3MpOCTpaHsSBaHE HA IMOJAUTPABATEITHU H
0oOWJTHA CHUMKH W BHJICOKJIUIIOBE B CATOBE 3a CIIOJCIISTHE HA BUICOCHIbP)KaHNE KaTo Vbox7



u YouTube, cp3maBane Ha (anmmBu TpopMIN ¢ OOMIHO ChIBPKAHUE B COLUMAIHU MPEKHU
kato Ask.fm, ®elicOyk u MHCcTarpam, KakTo ¥ B ChOOIICHUSI U M300PKECHUS B PUIIOKEHUS
3a KoMyHuKauus karo Ckaiin u BaiiObp, unam B m3mpamaHeTo Ha OOMAHM CHOOIICHUS U
KOMEHTapH, B CHIIUTE CAWTOBE U IUIaTPOPMH.

KPAKBATA HA ITPO®WUJI (xakHaT mpo¢ui1) mpeacTaBisBa MPUCBOSIBAHETO Ha
gy MOTPEOUTENCKH Tpoduia B COIMaHA Mpexa, rmiaTdopma 3a oOIIyBaHEe (HAIpUMeEp
®elicOyK), eNeKTpoHHa MoIa Wik apyr caiT. KpaxOaTta cTaBa Bh3MOKHA upe3 BJIHM3aHE C
NpaBUJIHATA Tapojia M HEHHara MoJMsSHA C HOBAa M HEW3BECTHA 3a YOBEKa, Ha KOTOTO
NpUHAIISKA TpoduIbT. Be3MokHO € cien kpaxbOara mpoduiabT ga ce wW3Moi3Ba 0Oe3
3HAaHUETO M CHIVIACHETO HAa IIbPBOHAYAIHHS COOCTBEHHMK. AKO Ha JIeTe IMOJl 33AbJDKUTEITHATA
3a MMOBEUYETO COIMATHU MPEKHU BB3pacT OT 13 roauHu (Ta3u BB3pacT € Takama, 3alloTo I0-
roJsiMaTa 4acT OT MOIYJISIPHHU COLIMAIHU MPEXH ca aMEPUKAHCKH U MpaBUJIaTa 3a MOJI3BaHE ca
CbOOpa3eHH C aMEpUKAaHCKOTO 3aKOHOJATENICTBO) Ce€ Ch3JaBa COOCTBEH NPOQHI BBHB
delicOyk, MHOTO € BaKHO Ipu M300pa Ha BB3pacT Ja ce u3zdepe noxa 18 rogunu, Thil KaTo 3a
HEIBbJIHOJICTHUTE OTPEOUTEN UMa BKHU JIOIBIHUTEIIHU 3aIUTH.

KPAXKBATA HA JIMYHU JAHHM e BujJ KOMOIOTHPHO MPECTHIVIEHUE, IPU KOETO
ce MpuIOoOMBAT YYXIW JIMYHM JaHHU C Led (UHAHCOBAa M3MaMa WM 3J0ynorpeda KaTto
TerjieHe oT 0aHKOBa CMeTKa, WM KaHIUAATCTBAaHE 3a KPEIUT OT UyKJ0 uMe. Ta3u omacHOCT
10 TIPUHIUIT HE 3acAra MO-MaJIKUTE JIela, KOUTO HE MPUTEKABAT JIMYHU JOKYMEHTH, OaHKOBU
CMETKH uiu Kaptu. Ho mpu TuitHemxbpuTe Han 14-roguinHa BB3pAcT TO3M PUCK CTaBa
aKTyaJieH.

OUIINHI' ATAKHUTE ca naii-paznpoctpaneHata ¢popma Ha MHTEepHET M3Mama U
IIMPOKO H3MOJ3BaH TMOXBAaT OT KOMIIIOTHPHH MPECTHIHUIM 3a [OJlydaBaHE Ha Ba)KHA
nHpopmanusa. ToBa mpecTbiieHne ce Hapuya ,,¢pummHr’ (,,phishing” — "3apubsBane”,
npousnuza ot fishing — pubooOB), 3alI0TO €NEKTPOHHUTE CHOOIIEHUS, KOUTO C€ pasmpaniar,
ca KaTo ,,BBAMIM~ C OCHOBHA II€N MOJyYaTeNIUTE Ja CE ,,XBaHAT Ha TAX MOPaTd CBOATA
HEOMHUTHOCT M HEOCBEAOMEHOCT, KaTo UM OTroBopsAT. Ilpu ummHra wusmamaunure
pasmpamiar eneKTpOHHA TOmla, KOSITO NMpEeTeHAHpa, Y€ WABAa OT TOYTEHAa KOMITAaHUS U Ce
onmuTBa Ja yOeau moiydarens Ja Jajie BaKHa JM4YHA WIM (UHAHCOBa WHGOpMalHs.
EnekTpoHHOTO CcBHOOIIEHHE OOMKHOBEHO MOJH Jia C€ M3IPATST JMYHU JaHHW W JaHHU 3a
0aHKOBa CMETKa B OTIOBOp MJIM Jla C€ BbBEAAT Ha yeOCalT, KbM KOWTO MMa Bpb3Ka. Te3n
TaHHU ca HaIpuMep NOTPEOUTEICKH NMEHa, TApOJId K HOMEpa Ha KPEIUTHU KapTH.

KAK CE ITA3APYBA BE3OITIACHO B UHTEPHET? Ilpeau na nazapyBare oT
eJIEKTPOHEH Mara3uH, € MOJIe3HO J1a oObpHEeTe BHUMaHME HAIM4HA JIM € HHpopMmalus 3a
uMeTo, aiapeca M TenedoHa Ha Thproena. He mnpomyckaiiTe jga npoBepure M Jaiu
JOCTaBYMKBT € MOCOYWJI M3PUYHO NMPaBOTO BM 1Mo 3aKk0H @ ce OTKaXeTe OT MOopbuKara B
pamkute Ha 14 nuu. [lome3Ho O6u Owio na mpoderere BbB (POPYMHUTE OT3UBH OT JPYIH
NoTpeOUTENN, KOUTO BEUe ca Ma3apyBajiM OT BIIPOCHUS €JIEKTPOHEH Mara3uH, KbM KOITO cTe
ce Haco4ywId. ThproBensT € ANbKeH Ja Bu mHpopmupa 3a OCHOBHUTE XapaKTEPUCTHKHU Ha
BCSIKAa OT MpeajaraHuTe OT HEro CTOKM W yciyru. Toil TpsOBa Ja 1mocoud TsIXHATa IeHa C
BKJIFOUEHU BCUYKH JIAHBIU U TAKCH, KAKTO U CTOWHOCTTA Ha MOIIEHCKUTE WJIK TPAHCIIOPTHUTE
pa3xojau, ako He ce BKIIIOYEHHU B KpaifHarta LieHa. Ha caiita cienBa ga Ob/ie MocodyeH HauuHbBT
Ha IUIalllaHe, JOCTaBKa M M3IIBJIHEHHE Ha J0roBopa. Bamie mpaBo e a BbpHETe, 3aKyleHaTa
OT eJIEKTPOHEH Mara3MH CTOKa, ako ce oKaxe AedekTHa. Pexnamanusra cu 3a JeekTHa CTOKa
clie[iBa J1a MpeisBUTE B HIAKOM OT OOEKTHTE Ha ThpProBela, OT KOWTO CTe s 3aKyMmuiu. AKO
THProBEUbT YBAXKHU peKiIaManusaTa Bu, B pamkuTe Ha Mecel TpsOBa WIM Ja PEMOHTHpA
6e3rutatHO 3a Bac crokara uiam Aa s 3aMeHu ¢ HOBa. B ciyuail ue He ycmee Jja CTOpH €IHO OT



ABCTC, CJICABA HUJIM [1da HaMaJIM LCHATa, WJINW Ja BBPHCTC CTOKATa, a TOMU Ja Bu BB3CTaHOBH
3ariaTcHaTa 3a Hed CyMa.

SAIUTA HA KOMITIOTBPHUTE MPEKH OT OITACHA EJIEKTPOHHA IIOIIIA

1. He Tpsi6Ba na ce mposiBsiBa MHUIIMATHBA 32 TOJy4YaBaHE HA UMEII MUCMa, HHTEPHET
CTpaHMLIM, KOMTO IpeAsaraT 0e3IaTHU WM MJIATEHU YCIYTH U CTOKH, YECTO IpeJlarami Jia
BU M3OPATAT MPOMOLIKH 10 e-mail. OTKaxkeTe TakaBa yciyra.

2. Nmeiin aznpechT ce crozens camo npu Hyxzaa. Koraro ce mpenaBa 1o eavH WU
JpyT MOBOJI, C€ BHUMAaBa 3a CJIEJAHUTE JBE HEIA: II'bPBO JaJId OpraHU3alusaTa WM YOBEKbT,
KOHUTO IO MOJy4aBarT, IlI€ BU M3IPATH HEXKEJNaH HMEII; BTOpO, MOXKE JIM Jja ce pa3uuTa, ue
UMEI aipechT HAMA J1a ObJe Ja/ieH Ha TPETO JIULIE.

3. He ce otBapsT umeilnTe B HexellaHa noia. Hukora He ce oTBapsiiTe MpuKaueHU
¢aiinoBe B chOOIIEHUS OT HEMIO3HAT U3Ipaiady. AKO He ce M03HaBa UMETO B moJieto ,,O1”, He
OTBapsIiTEe MpUKAYCHUS (aii.

4. Axo ce Moiy4d HEOYaKBAHO CHOOIIEHHE ChC CTPAHEH MpUKaueH (paila OT Mmo3HaT
u3lpam@ay, To OW MOrjIo Ja ChAbpXKa BUPYC. MHOro 3JI0OBpEeAHHM MpOrpaMu ce
pasnpocTpaHsBaT 10 BCUUKM KOHTAaKTH, KOUTO HAMEPAT B IOLIATa HA 3apa3€HUs KOMITIOTBD.
TakuBa cbOOLIEHHUS YECTO UMAT CTPaHHA T€Ma WM UME Ha IpukadeHus ¢aiin. Yecto ToBa e
LIETOBUTO CBHOOLIEHHE, HAachpyaBalllo IOJdydyaTess Ja BUAM KapTHMHKa WM Ja I[poyere
IpUKaYeH TEKCTOBU (hailn. BuHarm m3nckBaiiTe MOTBBPXKICHHE OT H3Ipallaya, mpeau 1a
OTBOPUTE CHOOIICHHUE UM NPUKaYeH (Pailsl OT TaKbB BUJL.

5. IlpoBepsiBa ce MBIHOTO MMe Ha HpukadeHus ¢aisl. CKpUTUTE pa3lIUpEeHUst OT
uMeTo Ha ¢aila Morat aa 3a0iaynsaT Ja OTBOPUTE 3apa3eH NMpuKadeH (aiim oT umeilna.
Bunaru ce mpoBepsiBa Jany MMEHJI NPUIIOKEHUETO IOKa3Ba I'BJIHOTO MME Ha IpUKAYeHUs
(aiin, BKIIOYUTEIHO pa3MIMpeHueTo. Bupycu u uepBen Morat Ja ce ChbpiKaT BbB (aiiiose,
KOUTO M3IJIeXKJAT KaTO KapTHUHKH, HapuUMep ¢ pasmupenue .jpg. Ho e Bb3MOXKHO J1a umar
CKpPHUTO pa3lIMpeHHEe, KaTo .exe WM .vbs KbM HMeTO Ha (hailia, KOeTo O3HayaBa, ue
NpUKayeHUT (aill He € KapTHUHKA, a Iporpama, KOsTO Ile Ce CTapTUpa, LIOM Ce OTBOPH
MpUKadeHus (pai.

6. BuumaBa ce c¢ QammuBuTe mnpeaynpexaeHus 3a Bupycu. DanmmBuTe
MpenynpexaeHUs 3a BUPYCH ca U3BeCTHHU Kato "hoaxes". ToBa e anmmBo choOLIeHHE, KOETO
MOJIBEXJIa MOTPEOUTENINUTE J1a BSPBAT, Ye ca MOJIyYMJIM BUPYC U TH HachbpyaBa Jia Mpenparsr
MpEeNyNpPEexTEHUETO Ha BCEKH, KOTOTO MMO3HABAT.

7. He otBapsiiTe umeiln, chabpall HexenaHa pekiama. Toll Moxe na Obae
M3IOJI3BaH 3a MpeHacsiHe Ha BUpYcH U 4yepBer. OT choOpakeHUs 3a CUTYPHOCT Ou TpsiOBaso
Jla M3TpUBaTe BCUUYKM PEKJIaMHHU CHOOILIEHMs OT HEMO3HAT M3Mpallay BeAHara, 0e3 Ja ru
OTBapsTE.

8. He ce m3mon3Ba camMo egHa NOLIEHCKAa KyTHd 3a BCHYKO. CHENHMaIMCTUTE II0
KHOEpCUTypHOCT MPENOPHUBAT Ja C€ OTKPUBAT HAKOJIKO Pa3IMYHU MOIIM U Ja c€ Pa3AessiT Mo
IIpeIHa3HAYCHHE.

9. M306srBaiiTe ChIIO Taka Ja Mpernpamiare MrUcMa MEXIy HIKOJIKO Balld TOMICHCKU
KYTHH.

10. He e mnpenopbuuTeNTHO [a ce€ TMpenpamar MUcMa /0 HSIKOJIKO YOBEKa
enHoBpeMeHHO. Oco0eHO TakHBa, OT THIA - "MpenpaTere ro 0 7 YOBeKa M IIe BU Ce CIy4d
Hemio Xy6aBo" win "moMoruere Ha OOJIHOTO MU J€Te, KaTo MpEenpaTuTe TOBA MUCMO Ha MHOTO
XOopa, €IM KOW CH Ille MU JaJe 3a BCEKM 3 uMMeina 5 ueHra, Hanpumep. Tesum mucma ce
pasmpocTpaHsBaT ¢ Il ChOWpaHe Ha JEHCTBUTEIHW WMEIIT aapecH, ThH KaTro MpHu
npernpaiiase, KbM IMHUCMOTO ce J00aBAT aBTOMAaTHYHO U aJPECUTE HA MPEIHUTE MOTYJaTeINH.
Crnen HSKOJIKO MpenpaiiaHusi, B €IHO TaKoBa MUCMO Ce€ ChOMpAT HAKOJIKO CTOTHULU pEallHu
UMEI ajipeca, KOUTO CJIe/] TOBA Ce MpoJaBaT Ha GUPMHU 3a CIaM.



11. Ako Bce mak MCKare Jia MpenpaTuTe HIKaKbB TEKCT MM WH(OpPMAIHs, KOSITO CTe
MOJYYHJIA, KOMTUPAUTE TEKCTA M TO U3NpATeTe KaTo HOBO rMcMo. He mpenpamaiite npeaHoTo,
BBIIPEKH Y€ € MPUMaMIIMBO TMO-JiecHO. Taka 1me mpeanasute NpusTeIuTe Cu 0T ObJICH CIIaM.

12. Axo mopaau HsAKaKBa MpUYUHA IBbPKUTE Ja MPENpaTUTE OPUTHHAIHOTO MHUCMO,
cinoxere agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJTy4aTenuTe
HsSMa Ja BUIM aJpecuTe Ha JApyruTe noiydartenu. [Ipuumnara ga ro usmoi3BaTe HE € Ja
CKpHETE MOIYJaTeIUTe SIUH OT IPYT, a Jia TH Mpea3uTe, B CIyJaid ue apecHaTa KHUTa Uin
€JIEKTPOHHATA TOIAa Ha HIKOM OT TAX CTaHE JOCTBhIIHA HAa cHam-00T (Hampumep Mopaau
BHUpYyCHA MHPEKIHS HA KOMITIOTHPA MY ).

13. Ilewan6a ot notapus: He cTe credyenuian. CiaMbpUTe U3MON3BAT HaW-pa3IMuHU
MpUMaMIIMBU 3arjlaBusi HAa THCMAara, 3a Ja Hakapar IojyyaTelis Ja Td OTBOpU. MHOTO
MOTpeOUTENN HAaUCTHHA OTBApAT MOAOOHM mucMma. Jlopu cien oTBapsiHETO BeaHara jaa ro
U3TPHUETE, CAMOTO OTBApsHE HA MMCMOTO OM MOTJIO Jia TOTBBP/IH, Y€ aJI[PEChT € PeajcH U BHE
CT€ I'0 MOJIYYUJIIH.

14. OrnucBa"e OT OOJIETHH, 32 KOMTO HE IIOMHHUTE Ja CTE€ ce 3ammcBaiud. Yecto
CpellaH METOJ, M3MO0J3BaH OT CIaMbpPUTE 33 HaMUpaHE HAa aKTUBHUTE MOUICHCKU aJpecH.
Wznpama ce OwJieTUH ¢ JIMHK 3a oTnucBaHe (yK) OT mosiydaBaHeTto my. OTHUCBalKu ce,
BCBIIHOCT MOTPEOUTENAT MOTBHPKIABa, Y€ M3MOJI3BA MOIIECHCKATa KyTHUs, ¢ KOETO BeJHAara
BJIM3a B cIlaM JIUCTUTE. BMecTo na ce ormucBate, OJOKMpaidTe MOJYyYaBaHETO HA MHCMa OT
TO3U aJipec.

15. He otBapsiite nucma, KouTo ca (UIIMHI aTaku. Hail-noOpusaT HauMH na ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOTa He OTBapATe (PUILKHT MUCMa, HO YECTO € TPYAHO
Tla ce pa3no3Hae Koe MucMo € pUIIMHT ataka. Mo)keTe J1a TH pasno3HaeTe 1o:

e O6prwmenueto e "Dear Customer" wim "Dear User", a He Bamero ume.

¢ B nucmoTo niuiie, ye akayHTHT Bu 1ie Ob/e npekpaTeH B ciayyail, ue He MOTBBPIUTE
JTaHHUTE cH He3abaBHO. /Hackopo cmambpuTe m3noi3Baxa moao0eH noxsar korato Ckaifn ce
cpuHa 3a 1 gen. PasnpocTpanuxa cboOIIEHHUS, Y€ CKAIN 1€ YUCTH HEaKTUBHHU aKayHTH U CE
MCKaIIIe /1a Ce pa3npaTu choOIIeHHe Ha TToHe 15 moTpeduTens, 3a /1a ce J0Kaxe akTHBHOCT./

e VIMelbT HBa OT aKayHT, IPUIIUYALL, HO HE €THAKBB C TO3H, KOUTO U3I0JI3Ba
u3BecTHa GupmMa, Opranuzanus 1 ap. AKO HE CTE CUTYPHH Jalld MUCMOTO € (GUIIMHT WU HE,
Hal-100pe € Ja He OTBapsTe JIMHKOBE, KOUTO ca MyOJIMKyBaHW B HEro, a Jia HalWIIeTe Ha
pbKa ajipeca Ha caiiTa, KOUTO BH € HEOOXOUM.

¢ AKO cTe TOIyYrJIH TaKOBa MMCMO, 32 MPEAMOYUTAHE € J1a OJIOKUpaTe axpeca, OT KOUTO
e m3npareno. Koraro ro 6mokupare, Bue maBare ykazaHus Ha MOMICHCKUAT KJIIMEHT, Y€ TOBA €
craMm W He TpsiOBa Aa ce mpuema. [loBeueTo moTpeduTenu obade mMpocTo U3TPUBAT cCHama U
TOH MPOIBIDKABA Ja HIBA B KYTHSATA.

HacrosimuTte mpaBuia ca pa3padoTeHu ¢ orjen ¢opmMupaHe Ha MOJIUTHKH B
AeTCKUTe TPAAMHH M YYWIHIIATA, KOUTO Ja OPraHU3HpPaT H3M0J3BAHETO HAa
o0pa3oBaTeTHUSI MOTEHIHMAJ KAKTO HA KOMIKITHPHATA Mpeka Ha o0pa3oBaTeqHaTa
WHCTHTYIHSI, TAKA M HA IJ00aJHATA MpekKa, B ChbYeTaHHE ChC CHCTEeMa OT MEPKH 3a
CHUTYPHOCT H 0€30MaCHOCT Ha ienara u yuenunute. [Ipuiaranero nM Ha NpaKkTHKA HeTH
NOBUIIABAHETO HA MH(OPMHMPAHOCTTA M JHMIMTAJIHATA TPAMOTHOCT HA OOIIHOCTTA OT
1ena, POJUTe/H, YIUTETH, TNPEKTOPH H CIYKHTEIN.”

3
[TpaBunara ca chriaacyBaHu U pa3pabOTEHH M C YIaCTHETO HA €KCIEPTH OT OTel ,,KnbeprnpecTbHOCT” KbM
I'maBna mupexuus ,,bop6a c opranusupanara npectbitHOCT” ¥ ¢ LleHThpa 3a Oe30maceH HHTEpHET.




